Year 5 and 6 Online Safety Knowledge Organiser

‘ Key Vocabulary

Online privacy A broad term that usually means the ability
to control what information you share about
yourself online and who can see and share it.

Reputation he ideas, opinions, impressions, or beliefs that
other people have about you

Credible Believable; someone who is credible uses
evidence, and you can be con dent they are
telling the truth.

Security Protecting people’s devices and the software
on them.

Up stander Someone who intervenes to stop and/or
report inappropriate behaviour.

Social Media Websites and apps that let people share

information socially

Some messaging apps ¢ @ Passwords
are for older children

only. Check at www.net-
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A strong password helps keep
your information private.
Include: a mixture of lower case
Use numbers and symbols

% Remember! Don’t share your

% Remember! Don’t use easy to »
guess words like your name.

Think Before You Share

| will thoughtfully consider what | share and with whom, and keep
extra-sensitive information to myself (e.g. home address, current
location, other people’s business).
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SafeSearch on~

Checkit’s For Real

| will watch out for phishing and scams, and report questionable
activity every time. y

v’ Filter explicit results

More about SafeSearch

| will take responsibility for protecting important information by
crafting strong and unique passwords with characters, numbers,
and symbols.

Sharp
Alert

Kind
Brave

[, Check your settings
and check the website

» Be aware! Websites and apps can collect and v
share information with other sites.

» Be aware! Many free apps may read and share v
private information (e.g. friends, contacts,
likes, images, videos, voice, messages,
geolocation) with others.

Respect Each Other

| will spread positivity and use the skills | have learned to block and
report negative behaviours.

When in Doubt, Discuss

| will use my voice when | notice inappropriate behaviour and seek
out a trusted adult to discuss situations that make me uncomfortable.
Because that’s what it takes to be a safer, more confident explorer of
the online world.

Your data - your privacy

Use the settings within
apps to increase privacy.
Look at the address bar.
Some browsers will show
a padlock to show the site

» Be aware! Information can be used to direct iS Secure. « + @ [& s v
adverts to you. G |
» Be aware! Pop ups could direct you to SO

inappropriate sites. Check the links.
Check! Ask a trusted adult if you are asked
about sharing your information.



